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The	Secure	Clinical	Image	Transfer	
(SCIT)	App	



What	is	SCIT?	
�  A	clinical	photography	tool	that	enables	health	care	providers	to	
capture	clinical	images	

�  Using	a	smart	phone	or	tablet,	captured	images	and	associated	
data	are	held	securely	on	the	device,	until	it	is	sent	through	the	
network	and	into	the	hospital’s	image	management	system.		

�  The	app	records	patient	data	and	consent	alongside	the	images,	
and	once	the	data	presents	to	the	destination	database,	all	
information	is	deleted	from	the	mobile	device.	





Research	
�  In	2014,	65%	of	doctors	polled	admitted	to	taking	medical	images	
on	their	smartphones.	

�  In	2016,	73%	of	doctors	polled	admitted	to	storing	clinical	photos	
among	their	personal	photos.	

�  In	2017,	a	BMJ	study	stated	that	97%	of	doctors	claim	they	
routinely	use	WhatsApp	to	send	patient	information	without	
consent	–	despite	68%	of	them	having	concerns	about	using	this	
tool	for	data	sharing.	



�  The	NHS	has	been	accused	of	'failing	to	keep	pace	with	advances	
in	digital	technology	and	to	take	advantage	of	online	tools	and	e-
health’	



High	level	policy	
�  UK	–	Making	and	using	visual	and	audio	recordings	of	patients	
(GMC)	

�  Australia	–	Clinical	images	and	the	use	of	personal	mobile	devices		
(AMA)	

�  Canada	–	Best	Practices	for	Smartphone	and	Smart-Device	Clinical	
Photo	Taking	and	Sharing	(CMA)	

�  USA	–	Sample	Consent	for	Clinical	Photography,	Videotaping,	
Audiotaping,	and	Other	Multimedia	Imaging	of	Patients	(AHIMA)	



Policy	Overview	

�  In	Scotland,	7	out	of	14	Health	Boards	have	signed	up	to	
a	standardised	policy	on	clinical	recordings	of	patients	

�  Presents	methods	of	best	practice	for	taking	
and	managing	clinical	recordings	(photography	
and	video)	in	terms	of	the	patient,	healthcare	
professionals,	and	the	organisation.	

�  ‘while	many	hospitals	and	health	departments	
...have	implemented	clinical	image	policies,	
there	is	evidence	that	not	all	doctors	are	
aware	of	or	follow	these	policies’	



Personal	recording	devices	
�  Only	NHS	GGC-owned	equipment	can	be	used	to	make	and	store	
clinical	recordings	of	patients	either	by	photography	or	video.	

�  All	such	equipment	and	users	must	be	registered	with	the	Head	of	
Medical	Illustration	service	or	IT	Security	Manager.	

�  The	use	of	personal	cameras,	memory	cards,	mobile	phones,	
or	other	similar	devices	to	make	clinical	recordings	is	expressly	
prohibited.	





Guidance	



The	current	market	…	



Our	aim	

�  Provide	employees	with	a	safe	and	compliant	tool	to	transfer	
clinical	images	into	a	secure	storage	system,	connected	to	the	
EPR.	

�  To	reduce	the	risk	to	the	Health	Board	through	compliance	of	
protocol	and	policy.		



SCIT	App	
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Early	adopters	
�  A&E	/	Burns	Unit	

�  Spinal	Injuries	Unit	

�  Tissue	Viability	/	Diabetic	Nurses	

�  Dermatology	



Where	are	we	now?	
�  Approval	granted	for	app	in	March	2018	

�  Integration	issues	delayed	the	project	

�  Final	testing	underway	

�  Implementation	in	July	for	early	adopters	



Limitations	
�  Does	not	support	text	messaging	

�  No	video	capability	

�  Not	truly	real-time	
(time	to	upload,	requires	access	to	hospital	system)	



To	close	…	

Thank	you	


